Abstract
Introduction

'Th e Balkans are the most geostrategically important region in Europe today, and truth be told, they've held this role for centuries before despite whether or not various Great Powers acknowledged this at the time…Th e cusp of their contemporary importance is in serving as a geographic facilitator for two Russian and Chinese megaprojects that aim to penetrate the 'unipolar continent' with unshakable multipolar infl uence, and herein lays the reason why they're the second most likely to fall victim to
Hybrid War. ' (Korybko 2016) Contemporary literature's discussions about global and regional security promptly contribute to the actualisation of the way non-military or limitedforce predominates and interest groups or other power-based forces prevail. Th e Balkans are usually colloquially labelled as a region of interest for many regional (Korybko 2016 ) and global powers (Chivvis 2017) . Th e Balkan States (BS) have in the same role in present (previous communist countries, violence and war history, political, economic and social transition) and future (EU membership, liberal economy, democracy, security cooperation, rule of law) development and solving of regional issues. At the same time, the Balkan region (BR) is recognised as a zone where strategic interests clash with new, hybrid forms of strategic interest for global powers 1 and regional players 2 .
Th is research contributes to revealing a gap in the existing research, particularly by applying the Multi-Value Quality Comparative Analyses (mvQCA) methodology in the fi eld of states resilience capabilities against hybrid infl uences. Considering that the research aimed to closely analyse the capabilities of BS, it could be underlined that the research results indicate that the most resilience capable state in Balkan region is Slovenia, which is strongest in the political, economic, human rights and freedom of media categories. At the same time, Slovenia is highly integrated into the international political and security system. Data indicates that Kosovo 3 is the weakest, the most fragile with the burden of a violent history, a comprehensively low social level, rural, with a non-accountable democracy and institutional system, and widespread poverty and economic unsustainability. All other BS are more or less potentially exposed to hybrid infl uences, and recognised areas of weakness are given in the conclusions.
In this article, the discussion is related to two important topics: to elaborate on the level of potential vulnerability and resilience capabilities of BS regarding hybrid security infl uences, and to attempt to predict possible niches of future hybrid infl uences. Th e research is based on analyses of theoretical postulates of state power and resilience, in the scope of a hypothetical frame of hybrid threat to national stability, through comparing validation of databases in the software support application for mvQCA, TOSMANA v.1.54.
Th e remainder of the paper is structured as follows. In the next section, the theoretical foundations of state power and resilience capabilities are examined, and a framework of understanding of hybrid security introduced with database sets that were used in the research and introduced with mvQCA. Th e third section tackles the methodology, logic and variable setting. Th e last section presents and analyses the results and points at fi nal hypothesis discussion with some recommendations and inconclusive remarks.
3 Kosovo is the southern autonomy region of the Republic of Serbia, which self-declared independence in 2008. OUN doesn't recognise Kosovo as an independent state. Th e number of states which recognise Kosovo as an independent state is between 106 and 114. Kosovo's status is defi ned by Resolution 1244 of OUN, and the territory is under observation and the protective presence of OUN and the EU with a strong presence of armed forces, police and administrative staff from the international community. Kosovo has a parliamentary system of governance with the president as an elected leader. All specifi ed characteristics indicate the necessity for introducing Kosovo as a separate subject for analyses, and besides, it is not offi cially recognised as a state. All references to Kosovo, whether to the territory, institution or population, in this text should not be prejudged and be understood in full compliance with United Nations Security Council Resolution 1244.
Theoretical framework of state power, resilience, and threats to hybrid security
Th e question of vulnerability is a discussion about power. Th e resilience of some countries to non-military infl uences is multi-valued, complex, dynamic, changeable and unstable. Predicting possible weakness points on which hybrid infl uence could be exposed in the aim of accomplishing some-power goals is a demanding but strategically orientated task. Elements of power, which are at the same time signs of weakness, are diffi cult to measure or quantify. Because of that, the approach to the research should be grounded on theoretical roots and solid indicators and variables assessments.
State power and resilience capacities
Th eoretical fi ndings lead to conclusions that analysis of state power is a very problematic issue in the scope of the actual complexity of international relations (Mišović and Kovač 2006, pp. 30-53) . In the approach to analysis of potential strength, power, weakness, vulnerability and resilience potential of countries to security threats, it could be useful to start with Baldwin's (1979) thoughts that power always depends on context. For example, Kulski (1968) suggested that state power could be indicated by material (armed forces, population regarding age, knowledge and skills, economy, science and technology and its rate, geographic position, natural resources etc.) and non-material indicators (quality of foreign policy, moral power and national solidarity of population, political talent and character of state leader's elite etc.). Aron (2003) suggested that it is the location of political subjects, products, and knowledge, which have the potential to become arms, capabilities of collective reaction in the form of armed forces, its discipline, and quality, civil society leadership in peace and war and the solidarity of the state population. Furthermore, since rapid globalisation and the end of the Cold War, visons of power in international relationships are based on indicators such as territory and population, the economy and economic system, and the level of a state's integration and political power (Gavranov and Stojkovic 1972) .
Th e theory of the complex, multidimensional and hybrid approach to power was introduced by Nye (Nye 2004; Nye 1990 ) through the Soft and Smart power theory as a result of the global security environment changing, which cause a problem for the previous mostly rational approach to the power of states. Moreover, Nye (2011) recognised that power, with global and technological infl uences, diverges into new sources and dimensions, compiling the diff usion of power, and is not as easily measured as military power, territory, gross national income, and the structure of the population. Furthermore, power indicators could be presented through the complex synergic interpretation of so-called traditional, soft and smart power. By this approach, the focus of further research could be hybrid power, which is the self-sublimate multivariable dynamic of aggregated indicators. In addition, Nye (2011) suggested that power does not necessarily lead to infl uence, but could be used in a hybrid combination manner of hard and soft power, and used as a pre-emptive defence potential. In those conditions, it might be considered that power could be recognised as a preventive and resilience capability.
Th e Balkan region (BR) has a complex history with frozen confl icts in relations among countries there. Also, BR underwent a long and painful transition period from communism to a democracy. Th ere is a rational need for pointing out weak points in the region's structure. Th e complexities of BR interrelation as well as the countries inner problems are presented in scholars' analyses. Some cover historical burden (Odak and Benčić 2016) , democracy implementation (Komar and Živković 2016) , the complexity of cooperation with the International Hague tribunal in the scope of EU integration (Subotic 2010) , and minority political rights (Lončar 2016; Protsyk and Sachariew 2012; Spirova and Stefanova 2012) . Also, political election questions (Obradovic-Wochnik and Wochnik 2014), the International Justice system (Attila Hoare 2010), low implementation problems (Joireman 2016) , democratisation and regime sustainability (Alexander 2008) , corruption (Aymaliev 2017) , and overall postcommunist identity problems (Ekiert et al. 2007 ) were some of topics.
In the article, power, resilience capabilities of Balkan's countries against particularly non-military, but more hybrid pressures that could jeopardise national and regional security are examined. Th e approach to power analysis has the aim of delegating two main functions of Balkans states: pre-emptive resilience and eff ective solving of consequences.
Hybrid vulnerability in contemporary discussions is a synonym for the exposing of hybrid warfare acts, and in infrequent usage to explain non-military foreign infl uence and pressure. Th ose vulnerabilities need to be elaborated on using an analytical approach to the theoretical analyses of scholarly literature.
Hybrid warfare concept
Hybrid warfare is a term widely used in everyday colloquial discussions, but the idea and the concept of hybrid warfare are not new at all (Watson n.d.) . Discussion about recognition delivers a wide range of theoretical and conceptual contributions: asymmetric and 'mixed' confl icts (Messner 1971; Messner 1960) , confl icts beyond the conventional and indirect confl icts (Hart 1954; Lind et al. 1989) or as future wars (Slipchenko 1999) . Also, works about unrestricted wars (Liang and Xiangsui 1999) , network-centric warfare (Cebrowski and Garstka 1998; Savin 2011) , chaotic wars (Shashkov 2011; Nazemroaya 2014; Mann 1992) , irregular and covert warfare (Eric Rosenbach and Aki J. Peritz 2009) contribute to the topic. Contemporary elaboration of the hybrid warfare concept has been made since 2014 and it is indicated mostly by a non-conventional achievement of strategic interests of power that conduct hybrid attacks 4 .
All the above listed scholarly works underline a group of indicators, or potential challenges for national security which are non-military but more hybrid, such as: economic weakness, lack of democracy, an undeveloped political system, a dysfunctional state, a lack of state sovereignty, media and internet manipulation, the existence of frozen confl icts, unresolved territorial disputes, the presence of arbitration or control of a territory by supranational entities, ethnic and religious problems, separatism, extremism, unemployment, the existence of general poverty, long-term dissatisfaction of the population with the political and social 4 Contemporary hybrid warfare is mostly analysed as the non-armed achievement of strategic dominance trough 'coloured revolution' , cyber-attacks, involving in separatists movements, support of some ideologies or ethnical extremist organizations, propaganda information campaigns, economical and energy pressure, etc. Work which presents most of the listed forms are (McCulloh and Johnson 2013; Renz and Smith 2016; Korybko 2015; Kofman and McDermott 2015) solutions of the country's leadership, corruption, powerful criminal elements, institutions with separate centres of power and governance, etc. In the correlation to listed indicators, looking through the scope of hybrid threats four basic pillows of the hybrid concept of security (Mitrovic 2017) : -Special and psychological operations -limited time performance, high intensity with very signifi cant direct eff ects. Mostly used for escalation and the fi nal stage of accomplishments of a hybrid strategy. -Economic, energy and political pressures -actions of variable duration and intensity, depending on the interaction, relationship and buck eff ects which could be aff ected by the side who applies pressure. -Information, media, internet and its platforms -variable intensity activities, depending on the phase of other forms/fi elds implementation. Time of submission is usually long-term and depends on the goals and the phase of implementation of other hybrid activities. -Public diplomacy-low-intensity, very long-term-oriented, comprehensive hybrid operation tool, which makes it more diverse in the sphere of social life: culture, education, education, religion, the entertainment industry, nongovernmental organisations, political movements and associations, civil initiatives and others that are undertaken to infl uence public opinion.
All listed forms of activities have the purpose of destabilising the country or changing political and government power in it, organised and carried out with the purpose of achieving the strategic interests of external power centres, in order to establish the state of disruption of balance in international relations, and realisation of their own interests, mostly by non-combat means. On the basis of these theories, it could be concluded that hybrid warfare does not present warfare per se, but a form of confl icting concept in which a wide range of military and non-conventional activities are applied, with the purpose of achieving strategic advantages for applying entity.
Besides military aspects (special and psychological operations), which will not be analysed in this research, because of its more executive and hard power related nature, the focus of the article is on soft and smart indicators of hybrid threats to security. Namely, in the mvQCA analyses process, databases which are related with a political system, political stability, transparency of government and civil control, economic development, energy safety, the fragility of the transition state system, corruption, freedom of the media, history, and state of confl icts and disputes are involved.
Contemporary and ongoing security issues, defence, political, economic, energy cultural and media, as well as relations with international organisational, state integration in the EU and NATO, indicate interactive events of global and regional powers in Balkan region. Th is leads to the hypothesis:
Hypothesis 1: Balkan states are exposed to non-military but hybrid external infl uence.
Hypothesis 2: Balkan countries are vulnerable to non-military, hybrid attacks.
Methodology, logic and variable setting and TOSMANA mvQCA proceeding
Basically, the methodology used is founded on the Qualitative comparative analysis (QCA), which is both a research approach and a data analysis technique. QCA has been characterised as a new, contemporary way to conduct social science research that combines the strengths of traditional quantitative and qualitative methods. It was presented by Ragin, Mayer, and Drass (1984) , as the method of Qualitative Comparative Analysis (QCA) Ragin 2000) and the contribution elaborated on in the work of Rihoux and Ragin (2009 . Th e goal of most QCA is thus to explain all cases as comprehensively as possible by taking into account a set of explanatory factors and their complex combinations. On the contrary, variable-oriented methods are focused on the net eff ects of one or more variables over a large number of cases. Such an approach allows researchers to generalise their findings more easily but usually does not lead to encompassing complex explanations for a given phenomenon (Fischer 2014) .
In general, the case orientation of QCA fits well with the wide spectra of social science research, which seek out the factors causing a given phenomenon, such as law-making outputs (Christmann and Danaci 2012) , government spending (Vis 2011) , coalition formation and policy change (Fischer 2014) , or the success of policy projects (Verweij et al. 2013) , welfare states (Avdagic 2010) , social movements (Wright and Boudet 2012) , labour markets (Dixon et al. 2004) , and corporate governance (Bell et al. 2014) . Some researchers in international relations and security indicate the link between resources scarcity and armed confl icts (Bretthauer 2015) based upon QCA, a third party involved in war crimes (Berlin 2016) , specifi c interactions between partisan politics and the benefi ts states wish to secure by contributing to a multilateral intervention operation (Haesebrouck 2017) or the logic of UN intervention response (Binder 2015) . However, implementation of a QCA methodology in security and international relations issues seems to contribute more objective fi ndings of social and political science.
In short, a QCA generally aims to explain elements of the social science refl ected process as well as its outputs and outcomes that lie at the end of a (hypothetically) complex causal chain. Moreover, the QCA test the hypothesis or existing theories and contribute to developing new theoretical arguments in form of the hypothesis (Rihoux and De Meur 2009 ). It could be said that a QCA is '' …the approach [that] might be better characterised as an attempt to redesign or transcend existing qualitative and quantitative approaches, not substituting them but complementing them under certain circumstances'' (Devers et al. 2013) . For this reason, the QCA approach needs to be critically applied, with carefully selected variables and clarifi ed criteria, just because of possible ambiguities that are indicated (Baumgartner and Th iem 2017) . In this research, mvQCA is implemented (Cronquist and Berg-Schlosser 2009) , which considers the usage of multi-value variables, with contemplation for preventing information loss and a large number of contradictory confi gurations are considered, which could be a case in basic QCA, or Crisp-set Quality Comparative Analyses (csQCA) (Rihoux and De Meur 2009 ) and considers a metalogic created notation (Cronquist and Berg-Schlosser 2009) . In general, mvQCA was developed to meet the limitations of csQCA and prevent a simplifi ed dichotomous approach in multivalued, aggregated variables usage. In the research, csQCA was applied in the second stage of case analyses, to support fi ndings and case sensitivity visualisation settings.
Databases of aggregated variables
Data for theory checking is introduced upon an assessment of drivers that contribute to state power and its stability. Th e main indicators of aggregate databases introduce political stability, political system, and stability of governance, corruption sensitivity and fragility regarding valiant political acts, economic strength, and development, free-market orientation, the role of law, civil society freedom and transparency of governance, freedom, and the structure of the media. Databases are related to the security and have a broad reliability rate based on institutional recognition and the methodology approach involved. Th e following databases 6 were used in the research: the Bertelsmann Transformation Index (BTI) (Bertelsmann n.d Freedom of the Press law environment, laws which infl uence the media and its freedom of expression and press organisation, political environment, level of political control of media, editorial independence of private and public media, availability of sources of news, censuring, and auto censuring, freedom of reporting, repercussions for reporters, economic environment of importance for media functioning, ownership, transparency of media ownership, infl uence of corruption on the media, and the economic situation of the state's aff ect on the media † Description of variables used in the mvQCA process of comparing the power/resilience of the Balkan states against non-military threats to security.
Table 1. Multi-valued variables gathered from databases
Th e software platform TOSMANA 1.54 7 was used to analyse the mvQCA research.
Settings of variable logic and their values
Th e foundry based theory in the research indicates sets of variables that are observed. Case descriptions indicate that the observed subjects are present in a variable set of Balkan states (BSTAT): Albania, Bosnia and Herzegovina, Bulgaria, Croatia, Kosovo, Macedonia, Montenegro, Romania, Serbia, and Slovenia For the purpose of validating the logic ('low-high'), some original values of variables are a market '-' with a purpose to meet the necessity of value unifi cation and merger of calculation in a logic frame of a diff erence of variable expression. Namely, in conditions variables, BTI, CPI, and WRPF, scaling numbers are a market with '-' to allow the logic which is that lowest values amplify criteria closes to a dedicated logic system of values. For the purpose of creating a balanced and unique logical frame, indicators for '0' , '1' and '2' correspond with a description of the original value scaling system, given a '-' pre-mark.
In this particular research, mvQCA allows multinomial categorical data to be used (0, 1 and 2). As results of analyses, indicators of numerical values are set by logic criteria: 'O' -no particularly hybrid vulnerability, high resilience capacities. '1' -possible hybrid vulnerability, predicted possibilities of hybrid acts. '2' -strongly exposed hybrid vulnerability, low resilience capabilities.
Th e data table was created in TOSMANA application and appears as Fig. 1 . In Two level thresholds are used for the purpose of indicating the area of variable criteria infl uence. TOSMANA generated thresholds divergences by variables regarding two levels of criteria are shown in Fig. 2 to 6 . 1  1  1  1  2  1  Bulgaria  1  2  1  0  1  1  Serbia  1  2  1  1  2  1  Macedonia  2  2  2  0  1  1  Albania  2  2  2  0  2  1  Bosnia and Herzegovina  2  2  2  1  2  1  Kosovo  2  2  2  2 
BTI{1}*CPI{1}*COUCROS{1}*MEPV{0}*WRPF{2}+(Croatia)
BTI{2}*CPI{2}*COUCROS{2}*MEPV{0}*WRPF{1}+(Macedonia)
BTI{1}*CPI{1}*COUCROS{1}*MEPV{1}*WRPF{2}+ (Montenegro, Romania) (5) BTI{1}*CPI{2}*COUCROS{1}*MEPV{1}*WRPF{2}+(Serbia)
BTI{0}*CPI{0}*COUCROS{0}*MEPV{0}*WRPF{0}+(Slovenia)
Regarding derived values of multi-value QCA ('2' , '1' and '0'), all BS, with the exception of Slovenia, have signifi cant dedicated values of vulnerability against hybrid threats to national security. According to these derived values, Crisp-set Qualitative Comparative Analysis (csQCA) was created, with the purpose of indicating potentially existing hybrid attempts.
A one level threshold is used for the purpose of indicating the area of criteria infl uence and csQCA analyses. A dta table for the criteria was created in the TOSMANA application and is shown in Fig. 12 . After applying for an csQCA calculation in TOSMANA, results of analyses are shown in Table 3 . 
BSTAT BTI CPI COUCROS MEPV WRPF OUTCOME
BTI*CPI*COUCROS*mepv(Albania,Bosnia and Herzegovina+Macedonia) (10)
Results lead to the conclusion that all observed Balkan countries, with the exception of Slovenia, are potentially recognised as having low resilience against hybrid attacks, which marks them as potential targets of interest and for various strategies and operational approaches.
A Venn diagram corresponding to the fi ndings in (8), (9) and (10) shows the visualisation of the csQCA process derived by dedicated criteria in Fig. 13 . 
Findings of QCA regarding non-military resilience capacities of BS states
Outcomes that are produced by TOSMANA upon a logic set of variables, and generated from databases, reveal the following fi ndings: a) Based on equation (8), Bulgaria, Croatia, Montenegro, Romania, Serbia, and Slovenia are under modest, low-intensity non-military pressure. In addition, it is possible to indicate that by some specifi cations, countries are separated into subgroups or they have some unique examples: Bulgaria (some unique), Croatia, Montenegro and Romania (subgroup with some unique), Serbia (some unique) and Slovenia (some unique). Using equation (8) is reveals that listed countries have low, unknown but present hybrid pressure in variable values groups which are illustrated in BTI, COUCROS, and MEPV. a1) Equation (9) indicates a strong presence of hybrid pressure on Albania, Bosnia and Herzegovina and Kosovo (with some specifi cation) in the area covered by BTI, CPI, COUCROS, WRPF variables.
a2) Equation (10) indicates a strong presence of hybrid pressure on Albania, Bosnia and Herzegovina and Macedonia (with some unique) in the area covered by BTI, CPI, COUCROS variables, and with low intensity, but predicting a possible present infl uence in the MEPV set of variables.
Analysis of the Venn diagram ( Fig. 13) indicates that Slovenia is outside hybrid infl uence that could be labelled an actual threat to national capacities.
Infl uence in the media and public audience management (WRPF) is indicated in Croatia, Montenegro, and Romania.
Results indicate that Bulgaria is under pressure in the zone of the COUCROS group of variable parameters. Serbia is under strong hybrid infl uence in the area of free media, communications and public audience management (WRPF), which is in synergy pressure in the COUCROS group of parameters (see Table 1 ).
Th e most exposed to hybrid pressure is Kosovo by all criteria, followed by Albania and Bosnia and Herzegovina and Macedonia. Th e descriptive formula which expresses the conditions in listed countries is: WRPF BTI*CPI*COUCROS* (11) mepv Equation (11) is read as follows:
Th e considerable hybrid pressure in Albania, Bosnia, and Herzegovina, Macedonia and Kosovo is in all areas of political and social life, including the economy, energy, democracy, rule of law, public security and state governance. Th e cumulative eff ect of pressure is expressed through limited freedom of the press, media manipulation, and intensive public audience management to support hybrid attacks. All fi ndings indicate modest, latent but existing possibilities for violent episodes connected to of the achievement of hybrid goals.
Overall conclusions from previous arguments indicate the approval of Hypothesis 1: Balkan states are exposed to non-military but hybrid infl uence of outside powers. Th e intensity and areas of infl uence can be revealed more closely in relation to the specifi c group of countries or individual countries, which could be a starting point for some future researchers. b) Expressions of the interaction of variables with data sets indicate founder data is for multi-values qualitative-comparative analyses. With this information in mind, itis possible to indicate groups of resilience/ vulnerability indicators for groups or separate countries. Logical calculations in equations (1) to (7) indicate that some groups of variables care related to the grouping of states regarding similarity of expressions: -Albania, Bosnia and Hercegovina have an exception for MPV vulnerability, and similar strong weakness in areas of BTI, CPI, COUCROS and WRPF indexes conditions. -Montenegro and Romania have the same logic results in all indicators. Th ese two countries are potentially under hybrid infl uence, but the most signifi cant lack of resilience is in the area of WRPF. -Bulgaria, Croatia, Macedonia, and Serbia are exposed to similar hybrid acts.
Lack of resilience is diff erent from country to country, but overall conclusions indicate that all four countries are potentially exposed to hybrid actions, have some level of vulnerability against hybrid threats and that it is possible to indicate specifi c areas of possible infl uence (BTI, CPI, COUCROS, and WRPF). -Slovenia has the most developed resilience capabilities. In this case, Slovenia could be observed as an example or correlated factorial for Western Balkan stability and cohesion. -Kosovo has zero resistance against possible future hybrid attacks. Th e situation is critical in all listed areas of generic variable indicators (see Table 1 ).
Th e overall conclusion of multi-values analyses indicates partial approval of Hypothesis 2:
Balkan countries, with the exception of Slovenia, are vulnerable to non-military, hybrid attacks, which means they are potential targets for such operations. Areas of vulnerability and lack of resilience capabilities are diff erent, as well as a level of capabilities. Indicators, which could bring clearer conclusions, may be developed for each country, supported by more precise analytical methodology such as Fuzzy Sets QCA (fsQCA) ) and individual database sets. In this way, areas of necessary national resilience capacity development can be identifi ed with greater precision.
Conclusions
Th e Balkans' is declared as a 'region of interest' by global and regional powers. In contemporary analyses made by politicians, journalist and scholars, attempts by the great powers to achieve their own strategic goals and preponderance in the Balkans are highlighted, mainly without the use of military means. Contemporary geopolitical relations, evaluation of confl icts, new doctrines and strategies, supported by the escalation of technology, economic interdependence, energy instability and diff erences in the understanding of democracy and governance, forcefully introduce a not completely new, but more uncertain, hybrid global security environment. In an eff ort to make variable based, comparative and qualitative analytics supported arguments, this research has raised a hypothesis by which it attempts to clarify or deny colloquial and describable conclusions about the presence of hybrid security threats and hybrid resilience niches in the countries of the Balkan region. Th e conclusion of multivariable generated analyses indicates existing hybrid security threats in all Balkan countries, with variable sets of diff erent areas of infl uence. In addition, all countries, with the exception of Slovenia, have variable, but obvious 'weak areas' in their own existing political, economic and media practices. Based on these fi ndings, it is possible to predict that most Balkan countries could and will become future targets for hybrid attacks. It is also clear that every specifi c country needs deep analytic work to identify the most vulnerable areas, by which strategies for resilience empowerment could be developed. Some also point to the possibility of using the QCA methodology approach in the defi nition and analyses of foreign politics, security and defence.
